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POCKET CRYPTOGRAPHER TYPE CD-57
Te c h n i c a l D e s c r i p t i o n

A. FOREWORD

The growing demand for ciphering machines of reduced di
mensions has led to the development of the type CD-57 pocket
cryptographer::- This machine is recommended for such cases,
where the need for small dimensions is paramount and where
di rect pr in t ing of the message can be d ispensed wi th .

]
1

I n c o m p a r i s o n w i t h e x i s t i n g s m a l l o f m i n i a t u r e c i p h e r i n g r - i
mach ines the CD-57 o f fe rs super io r secur i t y. Where p r in t ing
machines of our manufacture type C-machines are also used,
t h e r e e x i s t s t h e p o s s i b i l i t y o f c o r r e s p o n d e n c e w h i c h s h o u l d r -
be advantageous f rom an organizat ional po in t o f v iew.

a
:i

The crypto log ica l funct ions of the CD-57 machines are in
principle the same as those of the C-4 and C-52 machines.
T h e c o n s t r u c t i o n , h o w e v e r, d i f f e r s r a t h e r e x t e n s i v e l y, w i t h
resu l t i ng reduced d imens ions .

The main character is t ics of the pocket machines are:

1 , S m a l l d i m e n s i o n s 1 3 0 x 8 0 x 3 6 m m ( 5 1 / 8 " x 3 1 / 8 " x 1 1 / 2 " )
and small weight 680 g (1 1/2 lbs) .

2 , T h e s a m e m a c h i n e i s u s e d f o r b o t h c i p h e r i n g a n d d e c i p h e r i n g .

3 , S p e e d : A s t h e r e i s n o p r i n t i n g m e c h a n i s m t h e s i g n s ' t o b e
c iphered do not have to be ind icated, the read ing o f the
ciphered let ters is d i rect , and can be noted down by hand,
o r even be d i c ta ted d i rec t l y i n to t he te lephone o r t o t he
te lepr in te r. Opera t ing speeds o f 30 to 40 s igns per minu te
can be obtained.

B. DEFINITIONS
The spec ia l express ions , used to exp la in the c ryp tograph ica l
funct ions o f the CD-57 machine, are defined as fo l lows:

1 , E n c i p h e r i n g a n d d e c i p h e r i n g . T h e s e o p e r a t i o n s a r e , s e e n w h i l e !
mach ine func t ions , iden t ica l . When such opera t ions o f the
mach ine are ment ioned, they w i l l a lways be ca l led c ipher ing ,
i n o rde r t o avo id t he repe t i t i ous use o f t he exp ress ion
" e n c i p h e r i n g " o r " d e c i p h e r i n g " , u n l e s s s p e c i fi c a l l y d e s -
c r i b e d .

]
a

j
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2 , P r i m a r y a n d s e c o n d a r y . A s t h e e n c i p h e r i n g a n d d e c i p h e r
ing opera t ions a re iden t i ca l , i t has been found con
venient to use the words "pr imary" and "secondary" , in
connec t ion w i th the tex ts , l e t te rs and a lphabe ts used ,
i n s t e a d o f " c l e a r " a n d " c i p h e r " , a s f . i . t h e a l p h a b e t
used to encipher from is also used to decipher from, and

F " v i c e v e r s a . T h e r e f o r e , t e x t s , l e t t e r s a n d t h e a l p h a b e t o n
which these are ind icated, are pr imary, both when en
cipher ing or decipher ing and the a lphabet on which the

r • r e s u l t i s f o u n d a n d a l s o t h e r e s u l t a n t t e x t s a n d i t s l e t
te rs are secondary.

. 3 i I n v e r s e a l p h a b e t s . T h e a l p h a b e t s o n t h e a l p h a b e t r i n g a n d
the alphabet disk are normal ly arranged in such manner
t ha t t he l e t t e r s on t he r i ng a re i n t he i r no rma l a l pha
be t i ca l o rde r, when read c lockw ise , wh i l e t he l e t t e r s on
the d i sk run coun te rc lockw ise ; t h i s a r rangement i s ca l l ed

* " i n v e r s e a l p h a b e t s " a n d o f f e r s t h e p r a c t i c a l a d v a n t a g e
that both, enciphering and deciphering can always be done
f rom the r i ng to the d i sk .

I t shou ld be noted that any o ther sequence o f le t te rs ,
where the one used on the ring and that on the disk runs
i n o p p o s i t e d i r e c t i o n s , f a l l s u n d e r t h e d e fi n i t i o n o f
" i nve r se a l phabe t s " .

^ | , D i s p l a c e m e n t a n d s t e p p i n g . T h e c i p h e r i n g o p e r a t i o n i s b a
sed on causing the a lphabet d isk to change i ts pos i t ion
re la t i ve to the a lphabe t r i ng . When , as no rma l l y, t he a l
phabe t cons is t s o f 26 le t te rs , t he d i sk can take 26 d i f
f e r e n t p o s i t i o n s . T h e c h a n g e i n p o s i t i o n i s c a l l e d d i s
placement, and the number of steps made during a ciphering
opera t i on i s ca l l ed d i sp lacement s teps . The se r ies o f
d isp lacement wh ich fo l l ows one a f te r ano ther, fo r the c iph
er ing o f a message, is ca l led d isp lacement ser ies , o r sub-
s t i t u t i on se r i es . As t he cha rac te r o f t he d i sp l acemen t
ser ies is defined by the ar rangement o f the key wheels , i t
may in some contexts also be called key series. The key
wheels are also subjected to a displacement for each op
erat ion, w i th one s tep for each key wheel . We ca l l th is
movement, in order to d is t inguish i t f rom movement of the
a l p h a b e t d i s k , s t e p p i n g .
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5 , K e y s . T h e m a c h i n e c o n t a i n s a n u m b e r o f v a r i a b l e e l e m e n t s ,
which have to be set accord ing to ins t ruc t ions prepared
by those respons ib le fo r t he c iphe r se rv i ce . Each se t t i ng
cor responds to a spec ific key fo r the e lement in ques t ion .
S e t t i n g a l l t h e v a r i a b l e e l e m e n t s a c c o r d i n g t o s p e c i fi e d
ins t ruc t ions co r responds to the "key ing" o f the mach ine .
The purpose o f the spec ific key is :

a ) t o e n a b l e t h e m a c h i n e t o p r o d u c e a c i p h e r o f t h e h i g h e s t
p o s s i b l e q u l i t y .

b ) t o p e r m i t c o r r e s p o n d e n c e b e t w e e n t w o o r m o r e u s e r s a n d

c)

B a s i c k e y s . T h e s e c o m p r i s t h e f o l o w i n g e l e m e n t s :

a ) T h e a r r a n g e m e n t o f t h e s t o p s o n t h e d i s p l a c e m e n t d i s k s

b:

c

C. CONSTRUCTION AND MAIN PARTS

The comp le te mechan ism o f t he mach ine i s moun ted on a p res
s e d s t e e l p l a t e n , w h i c h i s f a s t e n e d w i t h f o u r s c r e w s i n t h e
m a c h i n e h o u s i n g . T h i s a n d t h e l i d a r e o f a d i e - c a s t a l u
m i n u m a l l o y. T h e m a c h i n e c o n s i s t s o f t h e f o l l o w i n g m a i n
p a r t s :

i
to set those e lements , whose pos i t ions wi l l change dur ing
the c ipher ing opera t ion ( the key whee ls ) in to the pos
i t i ons , spec i fied f o r t he c i phe r i ng o f a g i ven message .
These must be set before the cipher ing of every separate
m e s s a g e . ^ i
We ca l l t he two fi rs t men t ioned se t t i ngs : bas i c keys ,
a n d t h e k e y s f o r t h e s t a r t i n g p o s i t i o n s : i n i t i a l k e y s . :i

:]
The choice of the key wheels to be used, the arrangement
of the pins in the pin disks and the sequence in which
they are placed in the machine.

The pos i t i on o f t he a lphabe t r i ng , as defined by t he l e t
te r : : to reg is te r w i th the index on the l id o f the ma
ch ine .

I n i t i a l k e y s . T h e s e n o r m a l l y c o m p r i s e t h e s t a r t i n g p o s i t i o n
fo r the key whee ls , as defined by the index le t te rs on the i r
c rowns , to reg is te r w i th the index p in in the mach ine .

No te : There i s i n p rac t i ce no sharp ly defined d i f f e rence be
tween the basic and the init ial keys, as in some cases some
o r a l l o f t h e a b o v e m e n t i o n e d b a s i c s e t t i n g s a r e s e t a n e w J
for every separate message. The pos i t ion ing of the a lphabet
r i n g , a l t h o u g h b y d e fi n i t i o n a b a s i c k e y , w i l l i n p r a c t i c e ' ]
b e t r e a t e d a s a n i n i t i a l o n e , a s i t i s e a s y t o c h a n g e a n d J
can be set without opening the l id of the mechanism.

j

o
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Hous ing and l id w i th a lphabet r ing
Mount ing p la te
Stepping mechanism
Group of key wheels
Stepping mechanism
Sensing mechanism
Dr iv ing sys tem

Group
i i

No. 1
2

i i 3
n 4
i i 5
M 6
n 7

[
r

In the f o l l ow ing l i s t t he numbers i n t he ( ) b racke ts
are not shown on the figures, but the i r component par ts .
The numbers wi th only one figure refer to the group
number, whereas the numbers with two figures refer to the
component parts of the groups, and the numbers with 3
and 4 figures re fer to the sube lements . The fi rs t number
always indicates the number of the group to which the
p iece in ques t ion be longs . The l i s t i s no t comp le te
(and can therefore not be used to order the spare parts,
for which a separate cata log is prov ided) and only those
parts are mentioned which are necessary to understand
the func t ion ing o f the mach ine .

l

i.

l
t
L
E

No
(1)
11

1101
111
112

1121
113

1131
114

1141
(116)
1161

116101
11611

1162
1163

12
2

(201)
21

211
(212)

22
221

23
231

Pa r t

Housing
L i d
Index
Hinge pin
Lock spr ing
Lock spring knob
Crank holder
Crank
Positioning lever for alphabet ring 4
P o s i t i o n i n g l e v e r s p r i n g 4
A l p h a b e t r i n g a s s e m b l y 2
P o s i t i o n i n g r i n g ( o r c r o w n ) 2
P o s i t i o n i n g h o l e s 4
A l p h a b e t r i n g 2
P r o t e c t i n g g l a s s 1
Locking r ing for protecting glass 1
B o t t o m p l a t e 5
M o u n t i n g p l a t e 5 ,
3 Cylinder head screws
S p r i n g h o u s i n g 7 ,
S p r i n g h o l d e r 7
Benz ing c l i p
S u p p o r t 6
H o l d i n g s p r i n g f o r k e y w h e e l s 6
H o u s i n g f o r M a l t e s e c r o s s 7
G u i d e p i n f o r k e y w h e e l s 7

to see i n fi g
1, 5
1, 5
1
5
4
3, 5
5
5 , 9 , 10

I
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N o P a r t T o s e e i n fi g
24 3Supporte 7

(241) 3 Benzing c l ips
242 Tr i a n g u l a r c o v e r p l a t e 7

25 2 Counter supports 5
(251) Cyl inder head screw

26 Reference numbers for
p o s i t i o n i n g l u g s 6

27 Reference bar (or gr id) 6
28 Catch 3 , 11

(281) F l a t s p r i n g
(282) Pin

3 Stepping mechanism 5, 8
31 Notched displacement disks 9, 11

3102 Stop 12
311 Catch 12

(312) Catch spr ing
313 Lug 9, 12
(32) Benz ing c l i p
(33) S h a f t
(34) A lphabe t r i ng ( ca r r y i ng a l phabe t

d i sk ) 12
3401 Stop 12

(3402) Pin
341 A lphabe t d i sk 10, 11,12

(342) Groove
35 P i n i o n 11

(351) Guide disk
(352) Benz ing c l i p

4 Key wheels (group of 6) 5, 6
41 Key wheels 7

(411) Pin crown
4111 P i n a c t i v e 7
4112 P i n i n a c t i v e 7
(412) D isk bear ing

(4121) P i n i o n
(4122) De ten t
(4123) De ten t sp r i ng

5) Advancement mechanism
51 Mal tese cross 7

5101 S l i t f o r c r a n k 10
(511) P i n i o n

52 Intermediate gear wheel 8
53 Counter 5, 6

531 Coun te r p in ion 8

1
:]

i

j

]
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No P a r t to see i
5

n fi g
6 Sensing mechanism

61 Crad le l eve r 11
611 G u i d e r o l l e r 11

62 Sensing lever 11,12
621 H e l i c o i d a l s p r i n g s 11

(7) Dr iv ing sys tem
71 Opera t ing lever 2 ,11

(7101) S e c t o r s l i t
7102 C u r v e d s l i t 11
7103 Pusher 3

710 Ratchet segment 11
711 Ratchet lever 11

(7111) Ra tche t sp r ing (de ten t sp r ing )
(713) Feed lever

(7131) Lever spr ing
(714) S p i r a l s p r i n g

72 Drive segment 11
7201 Gear segment 11

(7202) Stop
721 Lever 11

7211 Return spr ing 11
7212 A u x i l i a r y l e v e r 11
7213 " s p r i n g 11

(7203) Benz ing c l i p
73 Ratche t (de ten t ) 11

(7301) Ratchet spr ing
(7302) Benz ing c l i p

74 R a t c h e t d i s k ( f o u r t e e t h ) 11

D. ILLUSTRATIONS

F i g . 1
i s a g e n e r a l v i e w o f t h e m a c h i n e , s p e c i a l l y v i s i b l e a r e

L i d 11
Index 1101
P r o t e c t i n g g l a s s 1162
Lock ing r i ng 1163

F i g . 2
shows the machine ready for use:

O p e r a t i n g l e v e r 7 1
P o s i t i o n i n g r i n g 1 1 6 1
A l p h a b e t r i n g 1 1 6 1 1
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F i g . 3
S l ide v iew:

Pusher 7103
Catch 28
Lock spr ing knob 1121

Fig . 4
View of t h e l i d w i t h :

P o s i t i o n i n g l e v e r 114
P o s i t i o n i n g l e v e r
s p r i n g 1141
P o s i t i o n i n g ho les 116101
Lock spr ing 112

]
j

F i g . 5
Machine wi th opened l id:

Mount ing p la te 2
Stepping mechanism 3
Key wheels
(group of 6) 4
Sensing mechanism 6
L i d 11
Bottom 12
Counter suppor t 25
Counter 53
Hinge pin 111
Lock spring knob 1121
A u x i l i a r y l e v e r 1131
Crank holder 113

Fi?- 6
Key wheels
( g r o u p o f 6 ) 4
Reference bar
( o r g r i d ) 2 7
C o u n t e r 5 3
Reference numbers for
l u g p o s i t i o n i n g 2 6
S u p p o r t 2 2
H o l d i n g s p r i n g f o r
k e y w h e e l s 2 2 1

j
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r F i g . 7

i

F i g . 8

F i g . 9

I,

F ig . 10

L
L
E
L
L
i

Key whee ls (d i v i s i ons : ) 41
25 ,26 ,34 ,38 ,42 ,46 , (25/46)
29 ,31 ,37 ,41 ,43 ,47 , (29/47)
Mal tese cross 51
Hous ing for
Mal tese cross 23
Guide pin for key wheels 231
Spring housing 21
Supports 24
Spr ing ho lder 211
Tr iangular cover p late 242
P i n a c t i v e 4111
P i n i n a c t i v e 4112

M o u n t i n g p l a t e 2
D i s p l a c e m e n t d i s k a s s . 3
I n t e r m e d i a t e g e a r e h e e l 5 2
C o u n t e r p i n i o n 5 3 1

S p r i n g h o u s i n g 2 1
Notched disk d is
p l a c e m e n t 3 1
L u g 3 1 3
C r a n k 1 1 3 1

C r a n k 1 1 3 1
M a l t e s e c r o s s s l i t 5 1 0 1
A l p h a b e t d i s k 3 4 1

F ig . 11a
Bottom view of the mounting plate

O p e r a t i n g l e v e r 7 1
C u r v e d s l i t 7 1 0 2
C a t c h 2 8
D r i v e s e g m e n t 7 2
R a t c h e t 7 1 1
L e v e r 7 2 1
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R e t u r n s p r i n g 7 2 1 1
R a t c h e t 7 3
R a t c h e t d i s k 7 4
A u x i l i a r y l e v e r 7 2 1 2
A u x i l i a r y s p r i n g 7 2 1 3

F i g , l i b
Top view of the mount ing plate

Notched disk
d i s p l a c e m e n t 3 1
A l p h a b e t r i n g 3 4 1
C r a d l e l e v e r 6 1
S e n s i n g l e v e r 6 2
H e l i c o i d a l s p r i n g s 6 2 1

i

F i j a i [ j
S e n s i n g l e v e r 6 2
L u g 3 1 3
C a t c h 3 1 1
S t o p 3 1 0 2
S t o p 3 4 0 1

E. GENERAL DESCRIPTION
1) Hous ing. The hous ing (1) cons is ts o f two par ts , o f d iecast
aluminum al loy, inside which the complete machine is moun
ted. In the l id (11) the a lphabet r ing assembly (116) is
p laced. I t i s he ld by the two pos i t ion ing levers (114) , wh ich
press aga ins t the s ides o f the a lphabe t r i ng and ho ld i t i n
a n y o f 2 6 d i f f e r e n t p o s i t i o n s . B y t u r n i n g t h e p o s i t i o n i n g
r ing (o r c rown) (1161) by hand, the le t te r on the a lphabet
r ing, which is chosen for the keying (see page 3/4) can be
b r o u g h t t o r e g i s t e r w i t h t h e i n d e x ( 11 0 1 ) .

I f t he pos i t i on ing l eve rs (114 ) a re pu l l ed apa r t , as shown
in fig . 4 , the a lphabet r ing un i t can be removed. Normal l y
the un i t i s p rov ided w i th an a lphabe t r i ng (11611) w i th
le t t e rs i n t he i r no rma l sequence . I n case
r i ngs a re t o be used , t he p ro tec t i ng g lass (1163 ) i s eas i l y
removed to a l low th is .

In the bot tom p late (12) of the housing the mount ing p la te
(2) i s fas tened a t four po in ts by screws. The p la ten car r ies
the complete c ipher ing mechanism (wi th the except ion of the
a lphabet r ing assembly. )

a

j

j
j
a
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The l id (11) is kept c losed by the lock spr ing (112) .
To open the l id , p ress the lock spr ing knob (1121) . (Turn
the knur led knob in other models) .

2 i M o u n t i n g p l a t e . O n t h e u p p e r s i d e o f t h e m o u n t i n g p l a t e ,
the fo l lowing main par ts are mounted:

a) A group of s ix key wheels (4) , which are kept in p lace,
when the led is open, by the hoding spring (221), and
wh ich a re o therw ise kep t i n the i r p roper pos i t i on by
the key wheel guide (231).

b) The sensing mechanism (6).

c) The key wheel advancement mechanism (5) with the Maltese
cross (51) in i t s hous ing (23) and

d) the s tepping mechanism (3) wi th i ts s ix notched d isks
on top of which the alphabet disk (341) is mounted.

On the under side of the mounting plate the drive mechanism
i s l o c a t e d . I t s p a r t s a r e d e s c r i b e d i n a f o l l o w i n g p a r a
graph.

To remove the key wheels, in order to rearrage them, or
t h e p i n s i n t h e m , l i f t t h e h o l d i n g s p r i n g ( 2 2 1 ) s l i g h t l y
and turn i t to the side: the key wheels can now be taken
out of the machine. The mounting plate (2) with the mech
anism as per b, c and d above, can be separated from the
bottom plate (12) by removing the three screws (201) and
the suppor t (22) . The mount ing p la te , however, is nor
mally removed only when the machine has to be serviced.

F. FUNCTIONING
For the purpose o f exp la in ing the funct ion ing o f the ma
ch ine , we w i l l f o l l ow ing cons ide r t he moun t i ng p la te w i th
the mechanism mounted on same, removed from the housing,
and the key wheels from the mounting plate.

When the catch (28) is pul led downward, the operat ion
l eve r ( 71 ) i s g i ven f r ee , and i t w i l l , unde r t he com
bined tensions f rom the spr ings (7211) which are found
on the under s ide of the mount ing plate (2) and in the
spr ing-housing (21) , be pu l led outward. I t can now be
pushed in by hand. It should be noted that the two move
ments: outward and inward, can take p lace only af ter the

L
D
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lever (71) has reached the inner, o r the outer end pos i t
i o n s r e s p e c t i v e l y. A r a t c h e t l e v e r ( 7 11 ) a c t s t o c o n t r o l
t h i s .

When the operat ion lever (71) is operated then on the one
hand the ra tchet d isk (74) w i l l tu rn 90° and on the o ther
the: : dr ive segment (72) wi l l be moved to i ts innermost
p o s i t i o n , a g a i n s t t h e t e n s i o n o f t h e s p i r a l s p r i n g ( 7 1 4 ) .
The ra tche t (73) wh ich p resses aga ins t the d isk (74) w i l l
a ssu re t ha t i t w i l l no t t u rn mo re t han 90 f o r eve ry ope r
a t i o n , a n d w i l l a l s o k e e p i t i n i t s c o r r e c t p o s i t i o n , w h e n
a t r es t . Fu r the rmore , t he cu rved s l i t ( 7102 ) i n t he ope r
a t i o n l e v e r ( 7 1 ) w i l l , a c t i n g o n t h e g u i d e r o l l e r ( 6 11 ) ,
cause the cradle lever (61) of the sensing mechanism (upper
side of mounting plate) to move upwards.

The crad le lever w i l l , when moved upwards, l i f t the sens ing
levers (62) away f rom the p ins in the key wheels, against
the tension of the springs (621) . The movements are timed
in such a way that the 90 movement of the ratchet disk
(74) - which is dowel led to the shaf t o f the Mal tese cross
(key wheel dr ive) - wi l l take p lace only when the sensing
levers have been wi thdrawn, so that the key wheel - feed wi l l
not be hindered by these levers.

The Maltese cross, which extends over the combined height
o f the s ix key wheels , w i l l fo r each operat ion advance these
by one step by engaging their pinions (4121) .

i

a

]
The key wheels can take individually the same number of pos
i t ions as the number o f the i r p ins , and there i s a de ten t
inside each key wheel which assures that for each of the
pos i t i ons the key whee ls can take , one o f the i r p ins w i l l
a lways be found exac t ly oppos i te the end o f the respec t ive
sensing arm. Assuming that the key wheels have been removed
from the machine - as described on page 13 - we can now put
them back, tak ing care that the s ide, on which the p ins are
placed wi l l face downwards. The p ins are journal led on a
closewound spr ing r ing in such a way that the hole in the
pin wi l l be c losed to one end so that the long ends of the
p ins can , by tu rn ing them over, po in t e i the r towards the
center o f the key whee l o r ou twards . In the fi rs t ment ioned
pos i t i on the p in i s i nac t i ve (4112) , and in the second ac
t ive (4111). I t must be taken care, when the pins have been
arranged in the manner desired, and the keywheel put back
in to t he mach ine , t ha t a l l t he p i ns r ema in i n t he i r p rope r
pos i t i on and tha t t he ope ra t i on l eve r (71 ) i s pushed i n
and locked with the catch (28) .

j
j

j
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With a l l s ix key wheels in p lace, then, when the oper
a t i on l eve r ( 71 ) i s r e l eased and concu r ren t l y t he s i x
sensing levers, some of them may encounter active pins
a n d r e m a i n i n t h e i r a c t i v e p o s i t i o n s , w h i l e t h e o t h e r w i l l
be free to move into the spaces unencumbered by the in
a c t i v e p i n s , a n d t h u s t a k e t h e i r i n a c t i v e p o s i t i o n s . S u p
pose now that a key wheel has been placed into the ma
ch ine i n such a pos i t i on , t ha t an ac t i ve p i n (4111 ) i s
found opposite i ts sensing lever. When we now release the
o p e r a t i n g l e v e r ( 7 1 ) s l o w l y, w e w i l l fi n d t h a t w h e n t h i s
lever has moved about 10 mm (3/8") outwards, the cradle
l e v e r ( 6 1 ) w i l l d e s c e n d s u f fi c i e n t l y t o r e l e a s e t h e s e n
sing arms, and the arm which corresponds to the above
m e n t i o n e d a c t i v e p i n w i l l b e s t o p p e d b y t h i s , s o i t w i l l
m o v e v e r y l i t t l e , a n d w i l l r e m a i n i n i t s a c t i v e p o s i t i o n ,
whi le the other five sensing arms which do not encounter
any p ins , w i l l make the i r fu l l movement .

Now looking back to the under side of the mounting plate
(2) , i t w i l l be seen that the lever (721) which had been
sub jec ted to the p ressure o f the spr ing (7211) w i l l be
g i v e n f r e e , a n d w i l l i n i t s t u r n t r a n s m i t t h e t e n s i o n o f
the spr ing (714) in the housing (21) to the dr ive segment
(72). This has a gear segment (7201) which meshes with
t h e p i n i o n ( 3 5 ) , w h i c h i s d o w e l l e d t o a v e r t i c a l s h a f t
ins ide a hol low shaf t , on which the d isp lacement d isk as
sembly (or s tepping mechanism) (3) is mounted. This ver t i
ca l shaf t is keyed to a d isk at the top of the assembly
which car r ies the a lphabet d isks (341) . Under the top d isk
there are five notched disks which are mounted loose on the
hol low shaf t , and at the bot tom a s ix th notched d isk which
is rev i ted to the mount ing p la te (2) . The number of notch
es in the six last ment ioned disks is 16, and the numbers
1 to to 16 ate engraved on the mounting plate in a semi
circle, with one number below each notch, whereby these
can be iden t i fied . The no tches a re p laced so tha t the d is t
ance betweeen successive notches is 1/26 of the complete
c i r c l e .

The top disk has a stop (3401) which points downwards and
reaches a l i t t l e be low the topmost no tched d isk . Th is d isk
in i ts turn has a stop (3102) going down to the next notch
ed disk below and so on, that the stop of the last loose
d isk w i l l reach to the bo t tom fixed no tched d isk . Each o f
the s ix notched d isks car r ies on i ts upper s ide a smal l
catch (311) which when not acted on wil l engage the stop
o f the nex t d isk above, so tha t the ca tch o f the s ix th
notched d isk wi l l engage the stop of the top d isk which
car r ies the a lphabet d isk . Each o f the notched d isks a lso
carries a lug (313) which can be placed in anyone of the
s ix teen no tches .
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As ment ioned ear l i e r, the top a lphabe t d i sk i s sub jec ted to
a torque from the spr ing- loaded segment (72) which tends to
tu rn i t i n a c lockw ise d i rec t ion , bu t no movement w i l l t ake
place even when the operat ion lever (71) is re leased as long
as t he ca t ches s tay i n t he i r l o ck i ng pos i t i ons : t he ca t ch o f
the s ta t ionary bot tom d isk engages the s top o f the next d isk
and so on up t o t he t op . Now, i f any one o f t he ca t ches (341 ) »
is re leased, the d isk immedia te ly above the one car ry ing the
ca tch w i l l tu rn c lockwise and w i l l be a r res ted on ly when
i t s s t o p w i l l s t r i k e t h e l u g o f t h e d i s k c a r r y i n g t h e r e l e
ased catch . I f the lug is p laced in the notch No. 1 , the
movement between the two disks and of all the disks above
t h e r e l e a s e d i s k , i n c l u d i n g t h e a l p h a b e t d i s k , w i l l b e e q u a l
t o 1 /26 o f a r evo lu t i on , i . e . t he d i s t ance be tween two l e t -
lers on the alphabet disk. The amount of movement of the
disp lacement d isk assembly for each operat ion wi l l depend
on one hand on the posit ion of the lugs on the notched disks,
and on the other hand on which of the catches are released.
The release of the catches is d i rected by the key wheels
and executed over the sensing levers, the lower arms of which
w i l l encoun te r ac t i ve o r i nac t i ve p i ns i n t he key whee l s .

We have already noted that the sensing arms which encounter
a c t i v e p i n s w i l l r e m a i n i n t h e i r u p p e r p o s i t i o n s , w h e n t h e i r
upper po r t i ons p ress aga ins t t he de ten ts o f t he i r co r res
ponding notched disks. Now when the operat ing lever (71) is
released and begins to move outwards, the act ive sensing
arms wi l l keep the cor responding catches re leased, whi le the
inact ive sensing arms wil l descend at such an early moment
t h a t t h e p r e v i o u s l y r e l e a s e d c a t c h e s w i l l r e t u r n t o t h e i r
l o c k e d p o s i t i o n s . T h u s , f o r i n s t a n c e a c t i v e p i n s i n t h e fi r s t ,
th i rd and fi f th key whee ls (counted f rom the bot tom) in pos
i t i on t o ac t on t he i r sens ing a rms w i l l r e l ease t he ca t ch
o n t h e fi r s t , t h i r d a n d fi f t h n o t c h e d d i s k s . I f t h e i r l u g s
have been placed in the notches 1, 5 and 7 respectively the
d isk No. 2 wi l l move one s tep (1 /26 o f a revo lu t ion) in re
l a t i o n t o d i s k N o . 1 , d i s k N o . 4 w i l l t u r n 5 s t e p s i n r e l a t i o n
to the d isksbelow, and d isk No. 6 (and a lso the a lphabet d isk
a b o v e ) w i l l t u r n 7 s t e p s i n r e l a t i o n t o d i s k N o . 5 . A l l i n
a l l the d isp lacement fo r the a lphabet d isk w i l l be 1+5+7
or 13 s teps. Theoret ica l ly the a lphabet d isk could be made
to turn up to about 120 steps, but the number of possible
s teps has been l im i ted to 40, f rom prac t ica l reasons (a
larger number of steps would have required very strong oper
a t i n g s p r i n g s , w h i c h w o u l d b e v e r y h a r d o n t h e o p e r a t o r ) . «
As the total movement of the alphabet d isk has been l imi ted
to the above ment ioned 40 steps, i t is necessary to choose
such lug combinat ions , to ta l o f wh ich w i l l no t exceed 40.

j

j
j
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From the above d iscr ipt ion i t has been seen that for ev
e r y o p e r a t i o n

1 , t h e k e y w h e e l s w i l l b e a d v a n c e d o n e s t e p e a c h , a n d

2 i t n e a l p h a b e t d i s k w i l l t u r n a c e r t a i n n u m b e r o f s t e p s
(= d i s tance be tween two l e t t e r s ) c l ockw ise , f r om i t s i n i
t ia l pos i t ion . Th is number o f s teps i s the sum o f the
movements which can take place between these pairs of
disks, which have been desengaged through the action from
the key wheels on the catches.

As each of the six sensing levers, depending on the pos
i t i on o f t he p i ns i n t he key whee l s ( ac t i ve o r i nac t i ve )
c a n t a k e t w o p o s i t i o n s , t h e r e w i l l b e 2 = 6 4 p o s s i b i l i
t ies, through which to achieve f rom 0 to 40 d isplacement
s teps fo r the a lphabe t d i sk , comb ined f rom s ix pa r t ia l
displacements of minimum 0 and maximum 16 steps.

The counter (53) is connected over the gearwheel (52) wi th
the pinion (511) and advances one step for each operat ion.
When the ope ra t i ng l eve r i s l ocked i n i t s i nne r pos i t i on ,
the counter can be set to any desi red posi t ion by tur
ning the gear wheel (52) with the tnumb by hand forwards
or backwards. When the key wheels are in the machine, it
wi l l be more convenient to use the crank (shown on fig.
10). This is also used, when one wishes to move the key
whee l s t o a des i r ed pos i t i on , such as s ta r t i ng pos i t i on .
The key wheels can also be turned individual ly by hand,
when the opera t ing leve r i s i n the inner l ocked pos i t i on .

G. OPERATION
The machine CD-57 is normally supplied with six key wheels
which can be chosen from the fol lowing twelve sizes (number
of d iv is ions = number o f p ins) : 25, 26, 29, 31, 34, 37, 38,
41, 42 , 43 , 46 , and 47. ,They are prov ided w i th le t te rs
and numbers on the i r per ipher ies , in order to a l low the
defin i t i on o f the pos i t i ons du r ing use , and numbers a t the
p i n s , t o d e fi n e t h e p i n s e t t i n g s .

In case the CD-57 is used to correspond with machines of
the C types, then the inst ruct ions as per not ice No. 3092
have to be followed, as to which key wheels can be used.
Otherwise the choice is f ree. To prepare the machine for
use, the fo l low ing procedure has be fo l lowed:
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1 , R e m o v e t h e k e y w h e e l s f r o m t h e m a c h i n e , a n d p u t t h e m o n a n
tab le w i th the s ide w i th the p ins uppermos t ( see fig .7 ) .
Turn over the pins, by hand or using the free end of the
c r a n k , i n a c c o r d a n c e w i t h k e y i n g i n s t r u c t i o n s i n f o r c e . « - . - .

2 , T h e m o b i l e l u g s ( 3 1 3 ) o n t h e d i s p l a c e m e n t d i s k s a r e p l a c e d
i n t h e p r e s c r i b e d n o t c h e s , w i t h t h e a i d o f t h e c r a n k ( fi g . _ _
9) , the f ree end o f wh ich is prov ided wi th a s lo t wh ich
fi t s ove r t he l ug . Check t ha t t he t o ta l number o f d i sp lace -
ment steps wi l l not exceed 40.

3 , C h e c k t h a t t h e o p e r a t i n g l e v e r h a s b e e n p r e s s e d i n a n d l o c k e d
w i t h t h e c a t c h , ( 2 8 ) , ( fi g . 3 ) .

4 , S e t t h e c o u n t e r t o s h o w a t l e a s t t h e t w o l a s t z e r o s , ( s e e
fi g . 8 ) .

5 , P l a c e t h e k e y w h e e l s i n t o t h e m a c h i n e , i n t h e p e s c r i b e d s e
quence, wi th the p ins fac ing down. Take care that the p ins
rema in i n t he i r p rope r pos i t i ons , t hen s l ode t he ho ld i ng
spr ing (221) ove r the top key whee l , un t i l i t l ocks over the
gu id ing p in (231 ) .

]

6 , T u r n t h e k e y w h e e l s i n d i v i d u a l l y b y h a n d u n t i l t h e p r e s c r i b e d
s ta r t i ng pos i t i on has been ob ta ined . Th is i s defined by a
le t te r combina t ion , w i th the le t te rs chosen on the key whee ls
r e g i s t e r i n g w i t h t h e i n d e x p i n ( 2 7 ) . I n fi g . 6 , k e y w h e e l
p o s i t i o n s a r e : A A A A A A . v '

7 , C l o s e t h e l i d ( 11 ) o f t h e m a c h i n e , a f t e r h a v i n g p u t t h e c r a n k
( 11 3 1 ) i n i t s p l a c e i n s i d e t h e l i d ( s e e fi g . 5 ) .

8 , T u r n t h e a l p h a b e t r i n g a s s e m b l y ( 11 6 ) s o t h a t t h e c h o s e n k e y
l e t t e r r e g i s t e r s w i t h t h e i n d e x i n t h e l i d . a
The machine is now ready to be used.

o
To cipher a message, the operat ing lever (71) has to be un
l a t c h e d s o t h a t i t c a n t a k e i t s o u t e r p o s i t i o n ; a f t e r t h i s ,
i t is pressed inwards once, and then al lowed to move out
w a r d s a g a i n , a f t e r w h i c h t h e fi r s t l e t t e r o f t h e t e x t ( p r i
m a r y l e t t e r ) i s s o u g h t o u t o n t h e a l p h a b e t r i n g ( 1 1 6 ) a n d .
the co r respond ing secondary le t te r read o f f the a lphabe t
d isk (341) and noted. Th is opera t ion is repaated for each o f
t h e f o l l o w i n g l e t t e r s i n t h e t e x t . F o r t h e c i p h e r i n g o f f u r
ther messages, then, depend ing on the ins t ruc t ions in fo rce ,
s o m e o r a l l o f t h e s e t t i n g s a r e c h a n g e d ( s e e 1 t o 8 a b o v e ) ^
or key wheels are s imply moved forward to the next s tar t ing
p o s i t i o n u s i n g t h e c r a n k . ( F o r f u r t h e r i n f o r m a t i o n s e e l e a f
le t No . 176) .

j
!
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H. CRYPTOLOGICAL CONSIDERATIONS
The safety of the ciphers, produced on the CD-57, depends

, a s f a r a s t h e p o s s i b i l i t i e s b u i l t i n t o t h e m a c h i n e s a l
low, on the proper arrangement and use of the fo l lowing
organs:

i

a) Stepping mechanism (displacement disk assembly).The1 a r r a n g e m e n t o f t h e l u g s g i v e s t h e n u m b e r o f d i s p l a c e
ment s teps, cont r ibuted by each of the d isks, and
these should be chosen in such a way that when they

I a r e c o m b i n e d i n t h e 6 4 p o s s i b l e a r r a g e m e n t s ( 2 = 6 4 )
each of the steps from 0 to 25 (where the steps from
26 up to the maximum of 40 wi l l act as repet i t ions of
the steps 0 to 14) should appear as c losely as possible
wi th the same f requency. As the number of le t ters in
the normal alphabet is 26, and the number of step com
binat ions is 64, the c losest one can come to the idea l ,
i s fo r par ts o f the s tep combina t ions to appear tw ice

I a n d f o r t h e r e s t t h r e e t i m e s . T h e e x a m p l e s h o w n b e l o w
fo r a good d i s t r i bu t i on o f t he 26 s teps i s based on
t h e f o l l o w i n g p o s i t i o n s f o r l u g s o n t h e d i s k s :

Disk No. 1 = 1 step
i i n 2 = 2 steps
i i i i 3 — 4 steps
i i M 4 = 7 steps
M n 5 = 8 steps
M M 6 = 10 steps

d ) S ta r t i ng pos i t i ons f o r t he key whee l s .
As the length of the pr iod for the normal set of key wheels

r i s a b o u t 2 , 8 x l 0 9 l e t t e r s , a n d a s t h e n o r m a l l e n g t h o f a
message wi l l exceed 500, there would theoret ica l ly be pos
sible to cipher about 6x10^ messages with the same pin
arrangement in the key wheels v/ i thout using the same part
o f t he pe r i od tw i ce . I n p rac t i ce t h i s shou ld , howeve r, be
avo ided and on ly i r regu la r ly spaced por t ions o f the pe
riod used, and care taken that the same parts of the pe
riod should not be used twice. The distance between the
par ts o f the per iod used should be at least about tw ice
the average length of the messages to be ciphered.

e ) The a lphabe t r ing can take 26 d i f fe ren t pos i t i ons , and
a l t h o u g h i n i t s e l f h a s l i t t l e c r y p t o g r a p h i c a l v a l u e , i t s
use should not be disdained as i t shows up the crypto-
a n a l y s i s .
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The machine is normal ly suppl ied wi th an alphabet r ing ha
v ing t he 26 - l e t t e r a l phabe t i n i t s usua l sequence A . . .Z
and an a lphabet d isk w i th inverse sequence Z . . .A .

In the foregoing i t has been ment ioned that the same part
of the per iod should not be used twice.

I t should be usefu l to note that decrypt ing of messages pro
duced w i th even the mos t compl i ca ted subs t i tu t ion ser ies w i l l
a lways be poss ib le under the fo l l ow ing cond i t i ons :

If the alphabets are known when messages are enciphered
w i t h t h e s a m e p a r t o f t h e p e r i o d ( s u b s t i t u t i o n s e r i e s ) .

I f the alphabets are unknown, but inverse: about 5 messages.

I t i s here supposed tha t subs t i tu t ion ser ies a re unknown in
both cases mentioned.

From the above enumerat ion o f the var iab le fac tors , en ter ing
in to t he c i phe r i ng p rocedu re f o r t he CD-57 , i t w i l l be
seen which in diagram form shows the 64 possible step com
b i n a t i o n s d i s t r i b u t e d a s f o l l o w s :

o

0)
u

1
-

3

2 /
\ y a

\

1 .
number
of steps

—1__J L_ 1 1 _L_ 1 . | . 1 1 J _i_ | -I- t * i . - i - 1 . i -L. ~ l J fl *
10 15 20 25

It will be seen that the steps 0 to 9, 16 and 23 to 25 will
appear twice, whi le the steps 10 to 15 and 17 to 22 wi l l
a p p e a r t h r e e t i m e e s . I t w i l l u s u a l l y n o t b e p o s s i b l e t o
find good lug ar rangements through ca lcu la t ions. The most
sui table way is to t ry out a number of combinat ions and
fi l e t h e m f o r f u t u r e u s e . I t i s o f c o u r s e n o t n e c e s s a r y t o
have the sum of the steps produced by each of the six disks
to to ta l 40 , one may use d i f f e ren t t o ta l s wh ich i nc rease
the number o f su i tab le lug combinat ions.

i

i

o
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j
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b) Key wheels.
I f on ly s ix key wheels , which are necessary for the pro
per use o f the mach ine, a re ava i lab le fo r the user, these
can be placed in the machine in 6! = 720 di fferent se
quences. With a l l the 12 key wheels avai lable to the us
er, the re w i l l be abou t 6x10^ d i f fe ren t ways to p lace the
key wheels.

c) Key wheel pins.
For each key wheel there are n pins, which as each pin
c a n t a k e t w o p o s i t i o n s ( a c t i v e o r i n a c t i v e ) , a l l o w a t o
ta l o f 2 p in comb ina t ions pe r whee l . As no rma l l y the
number of active pins should not be less than 40 % and not
more than 60 % of the total number of pins and as there
should a lso not be more than 5 act ive or inact ive p ins
in a row and as the average number of pins per wheel is
about 37, the average number of sui table pin combinat ions
per key wheel wil l be about 1036.

d ) S ta r t i ng pos i t i ons f o r t he key whee l s .
As the length o f the per iod for the normal set o f key
whee ls i s abou t 2 ,8x lo " le t te rs , and as the norma l leng th
of a message wi l l rarely exceed 500, there would theore
t ica l ly be poss ib le to c ipher about 6x10^ messages wi th
the same pin arrangement in the key wheels without using
the same par t o f the pe r iod tw ice . In p rac t i ce th i s shou ld ,
however, be avo ided and on ly i r regu lar ly spaced por t ions
of the period used, and care taken that the same parts
of the per iod should not be used twice. The distance bet
ween the parts of the per iod used should be at least
about twice the average length of the messages to be ci
phered .

e ) The a lphabe t r ing can take 26 d i f fe ren t pos i t i ons , and
a l t h o u g h i n i t s e l f h a s l i t t l e c r y p t o g r a p h i c a l v a l u e , i t s
use should not be disdained as i t shows up the crypto-
a n a l y s i s .

The machine is normal ly suppl ied wi th an a lphabet r ing
hav ing the 26 - le t te r a lphabe t i n i t s usua l sequence
A. . .Z and an a lphabet d isk wi th inverse sequence Z. . .A.

In the foregoing i t has been ment ioned that the same part
of the per iod should not be used twice.

I t should be usefu l to note that decrypt ing of messages
produced wi th even the most compl icated subst i tu t ion
se r i es w i l l a lways be poss i b l e unde r t he f o l l ow ing con
dit ions :
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1) If the alphabets are known when messages are enciphered
w i t h t h e s a m e p a r t o f t h e p e r i o d ( s u b s t i t u t i o n s e r i e s ) .

2 ) I f t h e a l p h a b e t s a r e u n k n o w n , b u t i n v e r s e : a b o u t 5 m e s
sages .

I t i s h e r e s u p p o s e d t h a t s u b s t i t u t i o n s e r i e s a r e u n k n o w n
i n b o t h c a s e s m e n t i o n e d .

E n c l .
1 t a b l e

Zug , Augus t 1966
O S t / i z

3
;

From the above enumerat ion o f the var iab le fac tors , en ter ing
in to the c ipher ing p rocedure fo r the CD-57 , i t w i l l be seen
t h a t t h e y o f f e r f a r m o r e p o s s i b i l i t i e s t h a n c a n e v e r b e *
u t i l i zed i n p rac t i ce , and w i l l a l so exc l ude any chance o f
d i f fe rent users employ ing the same combinat ions , even i f
t h e m a c h i n e s w e r e u s e d u n i v e r s a l l y . 1

The ideal way of using the CD-57 (and for that matter any
o t h e r g o o d c i p h e r i n g m a c h i n e ) w o u l d b e t o u s e d i f f e r e n t I
c o m b i n a t i o n s t h r o u g h o u t , i n c l u d i n g t h a t o f d i f f e r e n t a l
p h a b e t s , f o r e v e r y n e w m e s s a g e , b u t t h i s i s c l e a r l y n o t ' " 1
g e n e r a l l y p o s s i b l e . T h e u s e r w i l l h a v e t o s t r i k e a j u d i c i o u s
medium between the poss ib i l i t ies offered by the machine,
a n d t h e p r a c t i c a l e x i g e n c i e s o f t h e s e r v i c e i n q u e s t i o n . • i
He wi l l then be ab le to obta in w i th the pocket c ryptographer
type CD-57 the securi ty demanded by that service with a
min imum of operat ing ru les.

1 2 fi g u r e s

j
j
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Example Ta b l e I
P o s i t i o n No. Stop No

1 1
2 2
3 4
4 7
5 8

10 1 0

This g ives a to ta l o f 32 s teps. The s ingle sum of s teps
( to ta l l y 64 comb ina t i ons ) i s ob ta inab le as be low :

i.
L

L
L

4-1
0

W
f tCD

o t n

5

10n
12
13
14
15
16
17
17
18
19
21
20
22
23
24
18
19
20
22
25
21
23
26
27
27
29
25
28
30
31
32

H

5 lumbe. ;teps 1 2 3 4 5 6 £ o
to U U J

0 1 2 4 7 6 10
O m 0 0

7
8 8

2
2
Z
2
2
2
2
Z
I

T- t - 1 1 1

"{ ~3 2
3

-1
I

4

6
7

4
5
6
7

4
5
6
7

8 8
9 9 9 9 2

10 to 10 1 0 10 3
N 1 11 11 i ± 1 1 1 1 3

12 L2 1 2 1 2 tz 3
13 13 13 13 13 3
14 H 14 14

IS 15
14
15

3
3t* 15 15

16 16 1 6 16 2
17 17 17 17 17 3
18 16 18 18 18 3

CO { 19 19 i £ 19 1? 3
20 IQ 20 10 20 3
21 21 2 i 21 21 3
22 22, 22. 22 22

23 23
3
2f 23

24 24 24 2
25
26
27

25" 2S

1

2-
on f 6 4

26 2
29 3
30
31

4
5

3 2 6 ■


